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Information Security Management System (IS15)
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L Applicability

All type ,size and nature

Maintain il lesusans OF Organizations
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By : www.club27001.com - Information Seurity Blog
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Scam/Phishing: N15a9a20N103UINdSIUA

* NISnasnal’vNIVdUINOSIUN

* lWovodoyand1anudu SHAWIU NSonu1glaguasIasan

* lasanisdudoAdIUWIUNIVBIUANSOIUAITUINDS (Chat)

* @oeg1vzoonNIsWITY 13U NisuanunsSulaitgnosndusunasndausvninunbono

= o o = = = ' P e P b - . = C o s =

* pazuvvovannamlrnanudovidngszuunazldadoyandianylnulasiduldanaoniduu
R — - = . -~ = -—‘ . —
Uno=Ununnnaaigaaonuidunnaidng

® Phishing : PHP + Fishing




Scam/Phishing: N15a9a20N103UINdSIUA
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$30819 Phishing

Tue 29/12/2015 17:11

PayPal <confirmagain@ppservice.com>

Your PayPal account has been limited \

sy ruhid ldgorudiiunis Login widhagssuu I

Iél'al,nn‘a'ma@'da I

P PaypPal ELLE

/ —
Update Required!!

Recently, there's been activity in your FPayPal account that seems unusual
compared to your normal account activities. Please log in to PayPal to confirm

your identity.

This is part of our security process and helps ensure that FayPal continue to be
safer way to buy online. Often all we need is a bit more information. While your
account is limited, some options in your account won't be available.

How to remowve my limitation?
You can resolve your limitation by following these simple steps:

- Log in here .*________________-__
Iﬂ&osﬂﬁﬁamﬂa Login Lﬁ'\qfssuu]

Provide the information needed. The sooner your provide the information
we need, the sooner we can resolve the situation.

“If this message sent as Junk or Spam, its just an error by our new system,
please click at Not Junk or Not Spam"

Sincerely,

PayPal




¢39¢19 Phishing

From : KASIKORN BANK «<kasikombank@thaimail .crgs
L;:;ﬁr;k?:cnn;;ln;‘ From : KASIKORN BaMNK <kasikombank@thaimail .orq>
Bharudha" susoaze@hotmail.com= — Rep‘y‘TO H <kasnkorrbanl-@tha|mai|.crg>
CRHEARLPAIENT Ao Sent : Friday, June 8, 2007 7:58 AV
"leroz Bharudha" <usaaze@hotmail.com>

KASIKORN BANK ( PAYMENT ADVICE )

be made upon certification. Hence, carefully fill m the appropriate informations in the
provided below to faalitate owr immediate comm encem ent of your final claimfroces

¥ Chack = T AckrE - i Oosons
DETAILS OF BENEFICIARY
[FULL NAME OF WINNEE]..
[RESIDENT ADDRESS]

[COUNTR

o =2 —— 3 W VASS IDAIED O
& ] hifp: //www( kosiKornbank.com/GlobalHome /TH/ M il R

- ~——— &) Il Seardt ~

; b maedeaBorAsing




A30&19 Phishing
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Jsunly s Joonu

rwaanavanlasuvndwaadsantunsondedulaaludeo URL UuUS1DIGOS
ADYAONUIDY

MswWAAVISUTEANDNS Login 181dS:UUD=6A00d0INA iryrynanynisunmyuodiged
*  @As2vaoUWIUIDUIYEe www.virustotal.com

* @sovdoulasld Add on N30 Extensions UUUS1D1G0S

nc* wvw.formsite n/vourforn
L c & tote Netcrah Extens V] N » =
o6 Saneeh Addand - ek Adcoms
) o 0 Moz Conparation fS) Nt — . X alh daby Q At

Mosk Vivied +_ Cotting Stavted_ Latest Meadlines 3 bam
4 Conte T Sawn ada

_eTCRAFT

Suspected Malicious Page

oscript wian | 21l 20d-0ns
Suspect a
==
NoScript
@ /SJ NoScrip Add 10 Firefox -

PovS——— P FTE ——




N9ANAIUDIN Malware
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@ s>uda Malware (@oWAISIUUS:avAN)

cereesssassnees @ RONSOMware (1SUBLINS) IISKadoya SunAln
Nnufdou

Scareware (AINSINS) Kapnadvyidvuindu
wannrunsnuAUUannng dnisivvitidu
gld3n Gnisfaidaiiodu na:fkamnulkan
UsinsudavriiuhsaUasu)uiindviingow

;
i
;

Spyware (@U1ains) a:iiaAwiduaiududol(d

Trojan (Insdu) kaon3nJulusinsuunaniu
cersnnneneanaa @) I0DKAVANAV:UIVETDYANAIDOIRYTUUS:AVA
QIIWIADUANIASDY




Malware (oW auosluus:zdo Gfa)

*  §oUNINAI31 Malicious Software FonursfiolUsunsulszaoasiodo 1 lasriouludnuru-Aidums
luds:uu msmlis:uuidame souldfivnislosnssudoya vaios niveanlanainnaiaus:=inn
o1nigu 1osa (Virus) 135U (Worm) nSenusuduinesiia Uilnsdu (Trojan Horse) NSlioUANYUTDA
(Spyware) @8 doniNds (Key Logger)

bad password  intrusion

attack R\ Spam 7‘ trojan
virus &= MALWARE —> crack

phishing 2 -},Jcking

spyware cyber crime




WannaCry

Wana DecryptOr 2.0 N

Ooops, your files have been encrypted!

Computer?

What Happened to M
\‘. U r

y

Payment will be raised on
SN62017 00:47:55 " ire. We guarantee that you can recover all your files safely and easily. But you have

Time Left

Your files will be lost on
512012017 00:AT:55 "

Send $300 worth of bitcoin to this address:

e [12t9YDPgwueZSNyMgw519p7AABISjr6 SMw .

Decrypt




WannaCry

‘Wannacry’ ransomware attacks
Worldwide attack has crippled more than 300,000 computers in 150 countries
* Location of computers attacked Recorded by security blog

by the ‘WannaCry’ ransomware® - MalwareTech in the 24 hours up to
) ‘ el % May 16, 00:00GMT

“Malicious software }f B ® Attack started on May 12 m The virus uses a security
(malware) that encrypts files 1« - flaw in Microsoft’s Windows XP

: ® Attackers demand payment :
on an infected computer of $300in virtual currency operating system

3:3) gﬁ?hinn?s payment to Bitcoin ® Hackers ex?loite.d NSA"* software
SR leaked earlier this year
Sources : Intel.malwaretech.com/US Homeland Security/Europol/**National Security Agency © A+




Petwarp or Petya or NotPetya

Petya is a family of encrypting
ransomware that was first
discovered in 2016. The malware
targets Microsoft Windows-based
systems, infecting the master boot
record to execute a payload that
encrypts a hard drive's file system
table and prevents Windows from
booting. It subsequently demands
that the user make a payment in
Bitcoin in order to regain access to

the system.




Jsunly » Jaonu

https:/ /noransom.kaspersky.com/

KASPERSKY#

Free Ransomware
Decryptors

Rernove the ransomware first (you con use Kespersky (\5 Bedore starting the decryptor. reed the sssocsted how-10
Internet Security) or etse ft wil lock U your system again & quide.

TOOL NAME DESCRIPTION UPDATED




Jsunly » Jaonu

* =goulnnunlula 100%*

® Ransomware liGiazaounlglumbaunu
* vrgouailaldonvcladoyatavald
* Qv Antivirus NANATUADO update

* Tiilaluaud

* Tiaanavaud

* rsevdoyadranyls Jasansnda

-~ — S, —-: = . 0.
e OWlGIGlS:UUl.]QUGIﬂ'ISHf(ﬁO'lUOB'l\)aU'IlaUO




gowauosdoauuy (Spyware)

-‘: -~ < e ~ ~ =~ -ht -" — «
* lWodoinamsninSaanduioya nSondUAUIASoVAdUNIINDS
" o ' — & [
* yldlusunsauonlaaaavionlo
*  Unuwsns=guudulda dwa USB-Drive
-~ 4 < o o
* Jayanunvznnanvu
* JoyauasiAsin
*  SHaduu

* dwa




v1lnsau (Trojan Horse)

*  Turduuieoio
*  wpaurhdonmalyfo
* aulWa
* WaUs:zpau nSe Back Door

* glusdoyadrary 1Wu srnawu
4 < — e +~
lagnuasiasaa [Wuau

3 -‘I ' .
NnN1SIgouadgNIvuon




Wsunsuivalwa PDF novolulasunisuwnd

* Pusunuulwaninowidsonan
[10091Nd00ln3 610 7 Yoo
Adobe Acrobat llac Reader
Tananeitludouniiovovgaia>ooiio
Tunsldmuslegulunmonia

13U MsIWIAdUAUSUUIAzAL

2g10NIBNINOSADVNIS
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1Bulsddolulne gndolnsou Jasslaanasnlnaauawleonulosalasu
Tusunaiseaulau
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Trmen N y—

> 5
e A~

lnlnnl/LBanun ]

¥ Avc

Pres——

sMS aoulnaalUsunsy AVG AntiVirus Mobile Pro dnsu@aaolu Android TaslUsunsu

< ' « < ¢
aonaiulusunsunoeudlbsalasy yaus:avdiiiovlus SMS OTP 91N5UNANS




naanaluuvulanaauisnlWuninaduluds:zinding

“ o X .~ .~ | il ¢ ¢ 9 1 = - ¢
Insvuadtv=rnlJunludeyanuanowaasluusioges luldnsasioidulda
o . - ' .~ - -—— |
Uaau mlrinisideudonuu HTTPS nazdoyalususev@dna (Digital Certificate) NildM0
agluidulya Wulususevy 950v005UIAS

AVG AntiVirus Mobile PRO
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a  fumaunnlauiisa SM'S

D T %@ 15: il SMS 9nAugEn
4 % ®FE e 34 eoxii 152 dudunitmniniv
‘ Tadnasilumnilvan - e
A T z
< +6687901 O m usirdndisnin NS .
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M9 Tns1un53a Ve http/2oo.aU/aBTXNM
fovadn hitp://
,900.gl/4cGREE
r:59 Hernkuds Tewaisned
uatnifnnede Saufuliniu
tAnde fertaativan
wardedomruiu uanfhsds
sandcly - msdenotannu
Fotlaeiu
Timsandailifundstin N infoG
UALATIRTIARIUATLI IR NI ""‘e’“ th




naanaiwuuidanadauisniwuninaduluds:zinding

Browsers

— — — — f—l 1 «
dnaniSaanavnNniwduwsuands

Countries

Thalland
Count: 19056

Platforms

e+

y
0 i 19,056

https:/ /7www.thaicert.or.th/alerts /user/2014 /al2014us0 1 7.html




d take security Serio rou are ing This
mer with Ka k

es, you must now login and

Subject: 83

SUIMSNSIFSDESEN
BANK OF AYUDHYA

rvice fInternet security,
n Bank

. r
Dear Customer

yart of our commitmant to satisfy our customers, we alwa pdate

HSBC €@ e+

Dear Valued Customer,

HSBC Online Banking Security Team is carrying out a fraud prevention
Sincerely, exercise on all accounts to redu nt Fraud on our online
Banking system .All Ve B( counts receive a Special Anti-
Fraud Protection, Which w all risks of Online Fraud.

Copyright 2001 Bank of Ayudhya PCL. All right reserved

chick on Sign in tg Cy . ng to ¢
ount information to the verifi OoNn process

ontinue Update

nber Failure to verify your account details will lead to ac
suspension for security Reasons.

Onhne Banking Security Team




Isunly / Yoonu vuuonoaduasniwu

* giiumsswiaauoUwalaguogoayauo

* 11j Jailbreak 130 root 10300

* GUIUMSANAY Antivirus UugUNSH

* iaaaolusunsununavdunuly Google Play, App Store

hd — J —l’ —_ ' —
® MAIUUNISASIVAdUNINUINUNEAU lla:U']lﬁOﬂOUOOllOWﬂOUﬂﬂﬁT\)

=~ — pu— r.-l = — < o — -l= [ ]
* Fuaanavanlasuvindiwandsalidunsondaiduldaludoo URL uu
US12130S A28MAINIUID0

L 3 (—l-—l -~ 1 =~ ~ ~ ~ <
> ﬂ'lSlU']ﬂODU—['UﬂnUﬂ'IS Login lU']QS::UU'\'):ﬂOOaOlﬂUI mm1anum§dqmlla
arigen

* AsdvaoUWIUIDUlGIA www.virustotal.com
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N8ANAIU HAzAIWIAIVMAONIS 150U Mobile Device

® Man-in-the-middle attack
® SSL Strip ® Spoof DNS
® ARP Spoof ® Facebook Phishing

api.host.com:443 --> 127.0.0.1:443

g

3

K

|APIO

v v

A A

i08:127.0.0.1:443 --> proxy:127.0.0.1:8080

Man in the Middle




N8ANAIY Ua:AdIUIAIV0DdN1S 301U Mobile Device

/ Your connection is not secure




Jsunly s Uoonu

lldou Wi-Fi arssruzlunisrinssnssuniomsiounazidng
szuuvuaIAYNBlUaVANS

d9INANUI Error 90919UUS12139S lUMSIDVIADUAY 9

—
[ ]

Ns1d1N01dUlgaNDNS Login 1ds:zuudzaovdoinadryrynanynd
sUnnuoaIgeo

: "‘, ://W w.formsite.com/vourforr
ASOVAOUWIUIDUIEA www.virustotal.com

asovaoulasld Add on NSO Extensions UUUSIDIGOS “HTTPS
Everywhere”

> ] VirusTotal




NaaNAIJUUSzUUdISaUING
n1alusoansnsausun




nsavsKauulkUanons

| e J - J ~—
WUsinsulius:avAd duv:ituluiSovupvnisusuusy
sudbyasunuuhsa

nisnsvanuIgudoyasuiuubhsalinisswinn
KSolnsiwsns:aaupvh$awuN1Y Thumb Drive
nsUpvriu Spyware

NISAVAT Windows Update
nisidaldvu Personal Firewall
NISAY Screen saver NUUDSKAWU

nissudvdivalkuaonne




nisaosndwauindaasang

* @ADIUYIDSHAEWIU 8-16 AIONYS N

7 \\ 4 V».
{Il* * +e/

* Tuldaniluwoununsuy (Dictionary)

* @adsUNIsIlagusAawIuMmIUS=g=1Dan
19U 6 ounso 1 U

* TuldvnushAdawunmiounulunn qusms ‘ '

* IYNSAAWIUEINSUS=UUVIU(NNIVIU)
nus:=uunldoiudouad




nisaosndwauindaasang

* natda n1snnuashnawIulrnvIIeIGu

* Tnnmuaidunuvilng nawuwidu
NY190NnNY 1gu

* aruila : 86Imewth
* Mmiuldguogdo : mew,glupljvpOy’
e aolridenadwnuiginesnuszuunlyd

* 0UUNIUIAND : ‘kolyP=ux;fsy;




nisaosndwauindaasang

* MAvni@euiawIzdoud

* TJlrows: : WInows : wx>shrt
* waumlnsuazoonnu

® S:UU@error . it[[@error
* ldmsununndandgodond1unune
* puiasuiduque: $1@oulduo : $gfnvogxkHoO

* lpudalUAUA : o@TUAUD : 0@,bo8oD




nisdoonulosduulnsSa0aduwWIInNdS

* ldvudao : asovaaunisritougavldsunsuleonuldsacso
nowumulnansely nazinisusudsvgiudeyalosaosno
avnavensaly laglitinmsasovaauagiotivsdua: 1 aso nN
wudriuaauna THSunsoyauasuunineototiiodndums
unlolasnun

B
&w Free Antivirus A KASPERIKY

Your Avast antivirus is outdated Updating databases and application modules

UPDATE IN PROGRESS




n1sdaonu Spyware

* payldwunuveluanunusiliaannninuin X so1uu ilaUanuiang
* Uouowuu

* 91AaAN “yes”N50“accept’NS0“download” WSUUIMAUITUNISOUNA
TraoulnaalUsunsuimanuula

ws=a=uu “oganavna’”




nasdoaonu Spyware

* TdgouduosuoudaUronos goiu
laourinnwodnaundongos \
Uoonudouwauosnlusinanniu

anuuglugdoyadouyanavin

1a300800aruS1N0N1GNU

O Scheduled scan settings

¢
aau1al l N\ Next scan: Sunday around 200 AM (Quick scan) | Change my scan schedule




n1sUoaonulosd91n Thumb Drive

Pictures




n1sUoaonulosd91n Thumb Drive

) Hardware and Sound

I #5 > Control Panel Hardware and Sound

Control Panel Home dpivers ¢ mMsUANSI0UYOY Autoplay

System and Security

Ndwok salintsna :.........::'..A’.‘..".‘N.‘.f‘:.‘...’...'.‘.;:.'."..‘.:.u.'..'..:'. ﬁ]‘:jU']‘lu Control Panel

e Hardware and Sound : B -
Programs . -
L

-t =~ Choose what happens when you insert each type of media or device
® 1911ASOVNUNY 1NYONNUN

] Use AutoPlay for all media and devices *

ﬁ:)ti’a Use AutoPlay for a“ MEEEEEEEEEEEEEEEESESEEEEEEEEEE

Removable drives

media and devices 1A = Removable drive

Open folder to view files (File Explorer)

ﬂan Save [[] Choose what to do with each type of media




n1sUoaonulosd91n Thumb Drive

0O 3 Filters
Best match

Gpeditimsc ® @an Start -> NYOV Search box WUW

Settings A&V Gpedit.msc —> Enter

Edit group policy

* aullananidyo Computer Configuration => Administrative Templates ->
Windows Components -> AutoPlay Policies

* AWINUANVEIUYIN AUITAAANADYD Turn off Autoplay

Local Group Policy Editor — =] .
File Action View Help

» = = v

v Administrative Templates A AutoPlay Policies
Control Panel fesssssssassannnnnn
Netwoik Select an item to view its descn;mcn.: Setting a
Printers = 2 Turn off Autoplay
L B lﬂ LB A AR AP A AR .
Server 1 Brevent AufoPlay from remembering user choices,
Start Menu and Taskbar i=| Disallow Autoplay for non-volume devices
System iz, Set the default behavior for AutoRun
v Windows Components

ActiveX Installer Service




n1sUoaonulosd91n Thumb Drive

* nnucvMMuaanuauualridaeniUu Enabled & fmsAdesis)

F=l Tumn off Autoplay
08| Y

* 1a:NNn2Yd Turn off Autoplay on: 1Hidon

() Not Configured Comment

® All drives 50 O Disaisied

Supported on: | At jeast Window

CD-Rom and removable media drives

Options:

nadsaan Apply -> OK




n1sUoaonulosd91n Thumb Drive

* mslydlWannndou (HIDDEN FILE)

® 1aonN This PC -> View -> Option -> View

Folder Options X
General View  Search
Folder views
You can apply this view (such as Details or Icons)to
all folders of
Reset Folders

* |aonniau View

* U&>AANN Show Hidden file folders, And drivers

®* [ad>@NN Hide protected operating system file

v

Restore Defaults

OK Cancel Apply




N15A0A1 Windows Update

Windows Update

Update status

Your device is up to date. Last checked: Today, 1:46 PM

Check for updates

alled update hist

& Advanced options

Choose how updates are installed

. Give me updates for other Microsoft products when | update Windows.

Configure automatic device setup after an update under the Privacy section in Sign-ir

Choose when updates are installed

Choose the branch readiness level to determine when feature updates are installed. 'Semi-Annual Channel (Targeted)'
means the update is ready for most people, and ‘Semi-Annual Channel’ means it's ready for widespread use in
organizations.

| Semi-Annual Channel (Targeted)




N1siva 301U Personal Firewall

v 4 ‘ > Control Panel > System and Security

Control Panel Home

e System and Security
Network and Internet
Hardware and Sound
Programs

Help protect your computer with Windows Firewall

Security and Maintenance
Review your computer's status and resolve issues O Change User Account Control settings

Troubleshoot common computer problems

Windows Defender Firewall
Check firewall status Allow an app through Windows Firewall

@ Customize Settings

Windows Firewall can help prevent hackers or malicious software from gaining access to your computer

through the Internet or a network.
How does a firewall help protect my computer?

What are network locations?

« v 4 ‘« All Control Panel ltems > Windows Firewall » Customize Settings

Customize settings for each type of network

l 0 Domain networks Not Connected (¥ aucan.madity the fies

. a Home or work (private) networks

Private network settings

Connected (4 o @® Turn on Windows Firewall
[[] Block all incoming connections, including those in the list of allowed

Networks at home or work where you know and trust the people and devices on the network 4 Notify me when Windows Firewall blocks a new app

Windows Firewall state: On

Incoming connections: Block all connections to programs that are not on

the list of allowed programs
Active home or work (private) networks: B LAURENSON

O Turn off Windows Firewall (nct recommended)

Public network settings
o @® Turn on Windows Firewall
[[] Block all incoming connections, including those in the list of allowed apps
tify me when Windows Firewall blocks a new app

Notification state: Notify me when Windows Firewall blocks a new g O Tum off Windows Firewall (not recommended)

program

. a Public networks Not Connected (¥ Q




naanaiwninasulu
¥2aUs=910U




nisanqiayauas ATM (Ina)

* a6V Key Board douuana




nisanqiayauas ATM (Ina)

* pnoauUs:znoaula




nisanqiayauas ATM (Ina)

* @ ATM luUdsna

) boredpanda.c




Jsunly s Uoonu

*  FonaaURAUNAAIO 7 SOU ) 1500 ATM

®*  AUASUSNIS SMS Alert
*  N1sSYINaAdVIVU
* lduns ATM EMV BU

*  [PusuIMSnuniUowUavdaUNG

*  msnaudaned ATM nnasvaooundasAawiu

=

SMS

ALERTS







